ABSTRACT The Internet of Things (IoT) poses stringent requirements on service quality and security strength. A highly reliable encryption algorithm with low complexity is required to ensure information security. Therefore, this paper proposes a complexity-reduced secure and fast encryption routine (SAFER)-Fermat block encryption method that accounts for the confusion and diffusion principles. In particular, a novel diffusion layer that exploiting the Fermat number theory transform is proposed, while the confusion layer remains unchanged as the SAFER algorithm. We also propose two data record structures to accommodate the two layers and deal with the overflow issue. The proposed scheme only considers the integer operation, the inclusion of multipliers in our study is no longer necessary, thereby resulting in low complexity and lightweight encryption method. Therefore, the proposed encryption method is advantageous for power-limited IoT devices. The simulations demonstrate that the proposed encryption method maintains the security of the SAFER++ method but requires fewer computations.
I. INTRODUCTION
The concept of the Internet of Things (IoT) has attracted widespread attention in the industry and academia [1] . In IoT, millions of sensors collect data that are sent to servers to build intelligent systems. Although IoT with big data analysis has brought immense advantages to the establishment of an intelligent society [2] , [3] , this concept also ushered in numerous challenges such as authentication network, encryption and sensing equipment with limited resources [1] , [4] . Accordingly, these challenges require an encryption technology that will ensure security and lightweight as well [5] , [6] . Therefore, a close relationship exists between cryptography and IoT. Conventionally, encryption includes a public key cryptography and private key block encryption (i.e., as represented by RSA [7] , [8] and DES [9] , respectively). Block encryption has recently attracted considerable attention in IoT applications [10] , which is also the choice in our study.
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Block encryption algorithms belong to an important branch of symmetric cryptography and have played a crucial role in information security, such as authentication and encryption in wireless networks [7] , [8] , terminal authentication in mobileto-mobile scenarios [10] , [11] , and secure integration of IoT and cloud computing [2] , [10] , [12] - [14] . Shannon conducted an early investigation of block encryption algorithms [15] . Meanwhile, the study of modern block cipher algorithms, such as the DES or DES-like algorithms, began in the mid1970s [16] , [17] . Moreover, the rapid development of block cryptography had benefited from the US AES and European NESSIE programs in the late 1990s and early 21st Century, respectively.
The secure and fast encryption routine (SAFER) series block cipher algorithms include SAFER K-64, SAFER K-128, SAFER SK-64, SAFER SK-128, SAFER SK-40, SAFER+, and SAFER++ [18] - [20] . These algorithms have the following characteristics. and key expansion. Hence, such algorithms are suitable for embedded applications, such as encryption in IoT devices.
• The round function of encryption adopts the substitutionlinear transformation (S-LP) structure. The entire computation load is tolerable because the replacing operation is a special type of linear transformation.
• A key deviation is involved in the key expansion stage, in which, a constant is added for each sub-key to avoid the weak keys [21] .
In general, IoT presents numerous challenges [6] , including those related to the device power consumption, memory space, performance cost, and information security. Hence, a trade-off must exist between device complexity and security [22] . The computing capacity of an IoT node is low [23] - [26] and the fixed-point operation is inevitable. Thereafter, the accuracy and complexity of a fixed-point transform will bring difficulties in the IoT encryptions that exploit the SAFER series algorithms, which is the problem we want to solve. Shannon proposed the confusion and diffusion principles in evaluating and designing practical encryption algorithms [15] .
To address the aforementioned issues, we propose a complexity-reduced SAFERĺCFermat block encryption, which involves the SAFER++ algorithm and fast Fermat number theory transform (FNTT). In particular, the diffusion of FNTT [27] is employed to construct the diffusion layer of the proposed encryption algorithm, while its confusion layer is derived from the SAFER++ algorithm. The complexity analysis, data randomized test, and experiment on anti-attack ability demonstrate the effectiveness of the proposed encryption algorithm.
The remainder of this paper is structured as follows. Section II introduces the basic principles of block cryptography. Section III presents the derivation of the SAFERĺCFermat block encryption algorithm. Section IV analyzes the simulation results. Lastly, Section V concludes this research.
II. BASIC PRINCIPLES OF BLOCK CRYPTOGRAPHY
IoT can be divided into four key levels, in which the perceptual layer (also known as the recognition layer) is the most basic layer [28] . The perceptual layer collects all types of information through physical equipment and identifies the physical world. The perceptual nodes for this purpose are often limited in computing power and storage capacity. Therefore, data encryption, particularly that involving lightweight encryption technology, is absolutely necessary to protect the confidentiality of information transmission between the IoT nodes.
In the lightweight encryption context, the essential cryptographic primitives are block ciphers, hash functions, and message authentication codes (MACs). The hash functions are relatively inexpensive, while MACs can be designed using block ciphers. Therefore, the majority of the studies on lightweight cryptography have focused on block ciphers [29] . Figure 1 provides a basic diagram of block cryptography, in which x = (x 1 , x 2 , . . . , x m ), k = (k 1 , k 2 , . . . , k t ), and y = (y 1 , y 2 , . . . , y m ) represent the binary plaintext, key, and binary ciphertext, respectively. In general, block cryptography has two advantages [30] . First, standardization is easy. Second, synchronizing the block encryption system is likewise easy [30] .
The block mapping shown in Fig. 1 satisfies the following conditions:
where F 2 , F m 2 , and S k represent the binary field, the plaintext/ ciphertext space, and the key space, respectively. Note that our study chooses the same length for the ciphertext and plaintext. Moreover, S k is a subset of F t 2 , while S K × F m 2 → F m 2 represents the S k -controlled substituting operation in F 2 . According to the definition, F m 2 has a total of 2 m ! possible substitutions. The encryption mapping requires immediately and effectively choosing a replacement from a sufficiently large and ''good'' replacement subset, thereby making the encryption algorithm easy to implement and difficult to decipher. Thus, the proposed algorithm can meet the security needs of the perceptual layer in IoT and comply with the requirement of low computational complexity in IoT.
III. SAFER-FERMAT BLOCK ENCRYPTION ALGORITHM
To derive a simple encryption, researchers tended to employ the S-LP structure, in which the nonlinear transformation (S) is often defined as the confusion layer, while the linear transformation (LP) is defined as the diffusion layer. Analogously, the proposed SAFER-Fermat encryption algorithm can also be divided into confusion and diffusion layers. The confusion layer is identical to that of SAFER++ because the optimality of such a structure has been proven in previous studies. By contrast, we propose to use FNTT to construct the diffusion layer of the SAFER-Fermat encryption. Consequently, we can realize a good diffusion [27] and lower computational complexity [31] because of the presence of a fast algorithm for the FNTT computation. Figure 2 shows the overall structure of the SAFER-Fermat encryption algorithm, in which 16 bytes of plaintexts go through 7 rounds of encryptions. In each encryption round, two groups of sub-keys are used separately. Sub-key K 15 is added to the output of the seventh round of encryption to obtain the final ciphertext. Note that all sub-keys {K 1 , K 2 , . . . , K 15 } are generated using the key schedule method of SAFER++. Refer to [20] , [32] for additional details. In this context, ''addition'' includes two types of operations for data bytes. That is, it is the XOR operation for the 1st, 4th, 5th, 8th, 9th, 12th, 13th, and 16th bytes; and represents the modulo-256 plus for the 2nd, 3rd, 6th, 7th, 10th, 11th, 14th, and 15th bytes. Thereafter, we can name this special operation as hybrid XOR/modulo addition (HXMD) (see Fig. 2 ). Figure 3 illustrates the flow of the i-th encryption iteration, in which ⊕, +, ''ex'' and ''lg'' denote the XOR operation, modulo-256 plus, exponential operation, and logarithmic operation, respectively. We first perform the HXMD operation for input plaintexts and sub-key K 2i−1 (see Fig. 3 ). Thereafter, two nonlinear transforms, namely, (S 1 , S 2 ) are applied as follows:
A. STRUCTURE OF THE SAFER-FERMAT ALGORITHM
where X k denotes the kth byte. In detail, the S 1 function is defined as follows:
where we make 45 128 mod 257 0 for x = 128. Moreover, the S 2 function is defined as follows:
where we make log 45 0 mod 257 128 for x = 0. After the nonlinear transforms, we perform the hybrid modulo-addition and XOR (HMDX) operation for sub-key K 2i and outputs of nonlinear transforms. Thereafter, the work of the confusion layer is completed. Subsequently a length-16 fast FNTT is applied for diffusion layer as follows:
Lastly, the output of the diffusion layer is the i-th round of encrypted data. Given that the transform length is a multiple of 4, the radix-4 butterfly structure can be employed to accelerate FIGURE 3. The structure of one encryption iteration.
Algorithm 1 The SAFER-Fermat Block Encryption Algorithm

Input:
The plaintexts x Proceduce : Temporarily store the input plaintexts x in temp: temp = x for i = 1 : 7 do
Step 1: Do HXMD operation for temp by using sub-key K 2i−1 , including
• the XOR operation for the 1st, 4th, 5th, 8th, 9th, 12th, 13th and 16th byte,
• the modulo-256 plus for the 2nd, 3rd, 6th, 7th, 10th, 11th, 14th and 15th byte, resulting in X .
Step 2:
, S 2 (X 15 ), S 1 (X 16 )) where X k denotes the kth byte. Such transforms result in y.
Step 3: Do HMDX operation for y by using sub-key K 2i , including
• the modulo-256 plus for the 1st, 4th, 5th, 8th, 9th, 12th, 13th and 16th byte, • the XOR operation for the 2nd, 3rd, 6th, 7th, 10th, 11th, 14th and 15th byte, resulting in z, namely the output of confusion layer.
Step 4:
In the diffusion layer, we apply a length-16 fast FNTT on z, resulting in the i-th round encrypted data Z .
Step 5: temp = Z . end for Do HXMD operation for temp by using sub-key K 15 , resulting Y . end Proceduce Output:
The final ciphertext Y the transform [25] . Moreover, the exponential and logarithm operations may cause a substantial computation load because of their direct realization. However, the engineering applications constantly exploit the look-up table (LUT) method to address this issue, thereby reducing the complexity of the proposed encryption algorithm. The preceding derivations indicate that the proposed SAFER-Fermat block encryption algorithm can be summarized as ''Algorithm I''.
B. PROCESSING OF DATA OVERFLOW
The value of the forward FNTT ranges from 0 to 256, but the bit width of our algorithm is only eight bits, thereby leading to data overflow. Accordingly, we design two flag symbols to address the overflow. The first flag symbol is the overflow record symbol shown in Fig.4 , in which the value can be calculated as follows:
FIGURE 4. The data structure of overflow record symbol.
In Figure 4 , three bits are used to record the round index (i) of encryption, the binary representations of which have values from 001 2 to 111 2 . Moreover, four bits are used to indicate the position of the overflow byte, in which the 16th byte is denoted as binary 0000 2 . For example, if there exist ''256'' at the second byte of the seventh round of encryption, then the value of the position record symbol is 01110010 2 . If there are multiple ''256s'' are present in one encryption, then multiple position recording symbols will be generated. Meanwhile, the first bit of the last record symbol is 1, thereby indicating the end of overflow. However, if the proposed encryption algorithm does not produce ''256'', then we use the non-overflow record symbol (see in Fig. 5) , the length of which is 16 bits. In this symbol, the first 4 bits represent the symbol category, and a constant 1000 2 in our study. The remaining 12 bits tell us the number of consecutive cryptographic blocks that have not experienced data overflow. According to the bit width, its value can range from 1 to 4095. When the non-overflow encryption block approaches at least 4096, another record symbol is required. FNTT can be used as a diffusion layer with the help of the two flag symbols. We attach these flag symbols at the end of the ciphertext. Lastly, the decryption process is the inverse of encryption (see Fig. 6 for the diagram). In Fig.6 , ''−'' represents the modulo-256 subtraction. In addition, the security of the SAFER-Fermat algorithm is consistent with SAFER because the basic framework has not been changed.
C. DISCUSSION ON COMPLEXITY
The structure of the SAFER ++ encryption [16] indicates that a transformation matrix requires 3 shifts and 16 additions, while 1 round of encryption requires 8 transform matrices. Thereafter, a complete encryption process requires 168 shifts and 896 additions. Yang and Boussakta proposed an encryption algorithm with FNTT [33] , in which the diffusion layer required 660 additions.
The radix-4 FFT can be used to accelerate the calculations. Thereafter, the number of additions is N log 2 N and the number of multiplications is
Given that FNTT is operated in the integer domain, its multiplication can be replaced by shifting operation. Therefore, only 64 additions and 24 shifts are left for each round of encryption iteration, thereby resulting in 448 additions and 168 shifts for a complete encryption. Hence, the proposed algorithm produces smaller complexity than conventional methods, such as the classical SAFER++ and FNTT encryption [33] . Evidently, the SAFER++ algorithms is an inherently fast algorithm. Hence, the improved method will definitely be more beneficial for the IoT application.
Moreover, the proposed algorithm treats all encrypt targets as data streams, whether images or texts. Therefore, distinguishing between images and text is no longer necessary. 
IV. PERFORMANCE ANALYSIS AND SIMULATION VERIFICATION A. SUCCESSFUL RATE TEST
Although the majority of messages transmitted in IoT are short messages, the encryption effect on these messages is crucial. Therefore, the successful rate of encrypting short messages is considered the principle to test the proposed encryption algorithm.
First, the data sequence {1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16} is tested. The output of each round of encryption is provided in Tab.1, while the decryption results are shown in Fig.7 Fig. 7 , we explicitly see the successful decryption of the encrypted data. Tab.2 provides another example of data encryption.
To show the success rate of decryption, we randomly generate 100 groups of data and test them using the proposed encryption-decryption process. The results are shown in Fig. 8 , in which 1 (0) indicates correct (incorrect) encryption and decryption. From Fig. 8 , we find that all tests are successful.
B. STATISTICAL TEST FOR THE ENCRYPTION
The statistical test principle of block cryptography indicates that the data randomized and anti-attack abilities should be tested. 
1) FREQUENCY BALANCE TEST
In this study, the ''0'' and ''1'' balance of the ciphertext is tested through the frequency test. First, we randomly generate 10,000 groups of plaintexts and calculate thereafter the ratio between the Hamming weight of the ciphertext and sequence length of the plaintext. From Fig. 9 , we see that the aver- aging ratio approaches 0.5 for the proposed SAFER-Fermat algorithm. That is, ''0'' and '1'' have a good balance in the proposed encryption algorithm. In fact, the average ratio is 0.5016 for the 10,000 runs. Moreover, the SAFER-Fermat results are similar as those of SAFER++ in Fig. 10 , thereby indicating that their encryption strengths are similar.
2) PLAINTEXT AND CIPHERTEXT INDEPENDENCE TEST
The plaintext and ciphertext independence test aims to assess whether the ciphertext does not depend on the plaintext statistics. When the plaintext has some statistical rules, if the VOLUME 7, 2019 algorithm has a good independence, then it should be able to make the frequency balance test remain random.
We start from a plaintext of all zeros, which can be treated as a length-128 binary sequence. Moreover, the m-th tested sequence is chosen as the length-128 binary representation of m. Such tested plaintexts have some statistical rules. Part of the tested results are shown in Fig. 11 , although the ratio shows strong randomness. The average ratio is 0.5013 for 10,000 runs, which is nearly the same as the results in Section 5.2.1. Hence, the proposed algorithm has excellent independence between the plaintext and ciphertext. From Fig. 11 and Fig. 12 , we can see the consistent results for the proposed algorithm and SAFER++.
3) DIFFUSION EXPERIMENT
The diffusion experiment aims to test the proposed FNTT diffusion layer. The avalanche criterion in block cryptography indicates that the variation of each bit in a plaintext should result in a variation of approximately half the ciphertexts.
Assume the packet length is n bits, then we can express the plaintext as follows:
and the ciphertext as follows:
The reverse of a bit p i in P can be shown as follows:
and its ciphertext can be written as follows:
Lastly, we can calculate the Hamming distance between C and C i as follows:
First, we start from a plaintext of {1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16}, and randomly change one bit thereafter to generate another plaintext. Second, this onebit change can be operated continuously to generate new plaintexts. Lastly, the diffusion performance can be tested using the ratio of d i and plaintext length. Fig.13 presents the results of 1,000 runs, in which the requirement of ciphertext variation is confirmed. The average ratio is 0.50224 for 10,000 runs. Therefore, the proposed algorithm has good diffusibility.
C. IMAGE ENCRYPTION
Image transmission and image encryption are required in IoT applications, such as license plate monitoring in intelligent transportation systems and medical image transmission. To realize image encryption, many excellent algorithms have been proposed, including the encryption techniques based on chaotic sequences [34] , [35] and compressed sensing [36] - [38] . These algorithms have played an important role in many applications. In the IoT image encryption equipping with limited energy and computing resource, the proposed algorithm employs only LUTs and logic operations, thereby resulting in low complexity. Furthermore, the proposed algorithm is based on the encryption industry standard (i.e., SAFER series encryption). Therefore, additional reference resources can be found for engineering implementation, which is conducive to the rapid development of the IoT image encryption module.
We compare the proposed algorithm with the traditional SAFER++ algorithm to evaluate the effect on image encryption. In the comparison, we use the classical ''lena'' and ''tire'' images as examples. The encrypted images are shown in Fig. 14 , in which the SAFER-Fermat and SAFER++ algorithms successfully complete the encryptions. From Fig. 14, we cannot know what the original image is from the encrypted image, which demonstrates the effectiveness of the proposed algorithm and its consistency with the SAFER++ algorithm.
We also investigate the statistics on pixel amplitude distributions, which are shown in Fig. 15 and Fig. 16 . We investigate four other images to ensure the universality of the experimental results (see Fig. 17 ) in terms of the pixel amplitude distributions after the SAFER-Fermat encryption. The preceding figures show that the encrypted image has uniformly distributed the pixel amplitudes. Information theory indicates that the entropy of uniform distribution is relatively large, while the randomness is relatively strong. Therefore, the prior information that can be obtained by an eavesdropper could be less and the complexity of decryption could be high [39] . Therefore, this information theory result confirms the safety of the proposed algorithm. We also provide the SSIM and PSNR comparisons for the encrypted images see Tab. 3. The images we tested were in JPEG format. Among them, PSNR of the pictures ''lena'' and ''tire'' were 28.0614 and 31.5967 before encryption, whereas SSIM were ''0.9318'' and ''0.9299'' before encryption. PSNR and SSIM of the other tested images were approximately 27.4620 and 0.9112, respectively, before encryption. Evidently, the encrypted images have smaller SSIMs and PSNRs, thereby indicating that the quality of the output images are poor and incorrectly decrypted (i.e., the algorithm plays the role of image encryption). The preceding simulations indicate that the SAFER-Fermat algorithm yields a performance similar to the SAFER++ algorithm, thereby producing fewer complexities than the latter.
V. CONCLUSION
This study proposes a complexity-reduced block encryption algorithm (i.e., SAFER-Fermat algorithm, in which the FNTT based diffusion layer works well with the confusion layer of the SAFER++ algorithm). Meanwhile, the computational complexity of the SAFER-Fermat algorithm can be reduced by the fast FNTT and LUT technique. Hence, the proposed algorithm is suitable for the encryption in IoT and can guarantee information security at a substantially smaller cost owing to its less implemented complexity. VOLUME 7, 2019 
